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Will fraudsters have a field day in 2009? Nowhere is that question more pressing than in e-commerce, where merchants can’t be sure whether the customer they’re dealing with is really who he says he is. And while online merchants managed to keep a lid on fraud losses in 2008, a faltering economy could give the bad guys an edge in the coming months.


“It’ll be interesting to see if merchants can hold fraud rates steady” in 2009, says Doug Schwegman, director of market and customer intelligence at CyberSource Corp., a mountain View, Calif.-based provider of gateway and fraud-fighting technologies for card-not-present merchants. “As more people become unemployed, there might be more fraudsters out there.”


Not that online fraud took a holiday in 2008. E-commerce merchants reported they expected to lose a record $4 billion to fraud last year, according to CyberSource’s annual online fraud survey, which the company released in December. But growing revenues kept the loss rate steady at 1.4% of sales, the same as in 2007 and 2006. 


What’s more, merchants managed to keep the loss rate in check while at the same time approving more orders – a sign they’re becoming more efficient in sorting out bad orders from the rising flood of sales. “Merchants are trying to accept as many orders as possible,” says Bob O’Neill, member-services manager at the Merchant Risk Council, a Seattle-based trade group that concentrates on card-not-present fraud. 


On average, e-retailers are rejecting 2.9% of all orders on suspicion of fraud, down from 4.2% in 2007 and similar levels in prior years (chart). Schwegman says this is the first statistically significant drop CyberSource has seen it this measure, and the company has been doing the fraud survey now for 10 years. 


But the recession may cause fraud to take a heavier toll on e-commerce, despite merchants’ best efforts to fight it with new technologies. That’s because people who lose their jobs or see their incomes cut may be tempted to try their hand at e-commerce fraud, Schwegman points out.


At the same time, thr fraud rate may rise just as a matter of mathematics if online sales slow down. To be sure, e-commerce is not “recession-roof” but tends to be “recession-resistant” as consumers turn to the Internet to find bargains, Schwegman says.


A sour economy may also affect how merchants combat fraud. For example, only a minority of fraud cases -42% - are handled through the card networks’ chargeback systems, according to CyberSource’s report. The balance are resolved through credits online merchants issue to customers who report a fraudulent charge on their accounts. 


This allows merchants to keep a lid on chargeback rates and avoid penalties the networks levy if the broken transactions exceed certain thresholds. “Looking at the chargeback rate is not the entire story,” says the MRC’s O’Neill. 


But merchants may be more inclined to challenge chargebacks – and less inclined to issue credits – if the economy gets mired even deeper in recession. The CyberSource study reveals that when merchants fight fraud-coded chargebacks, they win 44% of the cases and recover 28% of the disputed dollars. The study also shows that merchants fight only 50% of such chargebacks. Says Schwegman: “They are leaving money on the table.”


That means online merchants could dispute more chargebacks to boost revenues. “I would bet money on [a higher challenge rate],” Schwegman says. That will likely lead to fewer cases getting resolved directly with consumers. 


What about merchants’ ability to drive down order-rejection rates while keeping fraud in check? Hard to say. “They may be able to do that in ’09, but we haven’t been through too many economic cycles with e-commerce,” says Schwegman. 

A Processor Lays Claim to E-Checks

Who owns e-checks? The process of converting a consumer payment into an electronic debit on the automated clearing house network has never been seen as proprietary. Lots of companies process these transactions, and lots of banks and merchants handle them.


That could be about to change. A Canadian transaction processor has begun enforcing a recently reissued U.S. patent whose long list of claims could potentially allow it to control several of the most popular e-check applications. Indeed, if LML Payment Systems Inc. succeeds with an infringement suit it brought in November against 17 financial institutions as well as e-commerce processor PayPal Inc., the Vancouver, B.C.-based company could be positioned to extract fees from any bank or processor handling point-of-purchase (POP), accounts-receivable conversion (ARC), Internet (WEB), phone-based (TEL) and possibly back-office conversion (BOC) transactions on the ACH.


LML makes no bones about what it sees as its proprietary rights. “If you’re using one of the claims [in our patents], you’re using it illegally, and that’s not right,” says Patrick H. Gaines, president and chief executive of LML, which operates a subsidiary, LML Patent Corp., that controls five ACH-related U.S patents issued between 1996 and last spring. “If you’re going to use it, fine, let’s talk about a license.” 


LML also owns Beanstream Internet Commerce Inc., a Canadian e-commerce processor, as well as LML Payment Systems Corp., a U.S. unit that performs e-check processing.


LML’s patent No. RE40220, a reissued patent granted by the U.S. Patent & Trademark Office in April, contains more than 100 claims that could be interpreted to cover at least four of the biggest-volume ACH e-check codes. POP, which allows merchants to convert checks to ACH debits at the point of sale, accounted for 11.7 million transactions in the third quarter, according to NACHA, the regulatory body for the ACH. 


ARC, which lets billers convert checks received at lockboxes, commanded volume of 652.5 million transactions. And WEB, or Internet bill payments, and TELL, or transactions originating over the phone, accounted for 522.9 million transactions and 86.2 million transactions, respectively. Introduced only in March 2007, BOC allows merchants to convert bundles of checks at the same time in a manner similar to ARC. BOC volume was 26.4 million transactions. NACHA figures do not count on-us volume.


Four of LML’s patents (Nos. 5484988, 6164528, 6283366, 6354491) cover various processes related to POP conversion. A  fifth patent, 6547129, which the U.S. patent office granted in April 2003, was similarly limited. But when the patent was reissued as RE40222, the original list of claims ballooned from four to 104, including claims that appear to apply to ARC, WEB, and TEL. Language in some of the new claims, including references to making and transmitting check images, could be interpreted to apply to BOC. “We don’t map over to the [NACHA] codes,” says Gaines. “We’re looking at the processes.”


LML’s latest suit names as defendants major banks like JPMorgan Chase & Co. and Citigroup Inc. as well as smaller institutions like First National of Nebraska Inc. A favorable settlement with these institutions or with PayPal could trigger a licensing bonanza for the company, which has 56 full-time personnel and took in $11.3 million in revenue in the year ending March 31, 2008. “We would look to a fully paid up license or a running royalty based on [the present value of] transaction volume,” says Gaines.


“It’s a gold mine for them,” says Larry De Palma, president and chief executive of Brentwood, Tenn.-based consultancy TDG-Phenix Inc. “Everybody who’s doing check conversion is going to have to figure in a click to LML for licensing fees.”


In 2006, LML settled a case against First Data Corp., Electronic Clearing House Inc. (now part of Intuit Inc.), and Nova Information Systems Inc. (now knows as Elavon). The settlement required the companies to pay licensing fees to LML for POP processing and involved cross-licensing of patents between LML and First Data. In the six months ending Sept. 30, LML earned $841,000 in revenue from such licenses, or 13% of its sales in the period. 


Gaines will not comment on why 17 specific banks  and PayPal have been targeted in its latest suit, filed in the U.S. District Court for the Eastern District of Texas, a court heavily favored by patent holders. PayPal, which uses ACH processing to fund some of its transactions, refuses to comment on the litigation. But observers like De Palma argue these and future defendants will ultimately settle. “It’s easier to license than to fight it,” he says.

Canadian Payments in Ferment

With banks and the card networks already eyeing new debit opportunities, yet another change is coming to Canadian payments. The government says it now has no problem with banks belonging to both the Visa and MasterCard networks. That’s a radical change from longstanding policy, and it could spur big changes not only on the issuing side but also n the acquiring side of the payment card business. 


And in yet another break from the past, Visa Inc. is now posting its Canadian interchange rates online. 


Duality and Visa’s public pricing come at a time when merchants are complaining about higher rewards card acceptance costs and expressing fears that possible Visa- and MasterCard-branded debit cards could undermine Canada’s low-cost Interac PIN-based debit card network (“Tremors Shake Canada’s Placid Debit Market,” October, 2008).


Canada’s decades-old non-duality policy required banks to choose one credit card network or the other. But according to a November letter from Competition Bureau Commissioner Sheridan Scott, the switch by both associations from bank ownership to publicly held stock companies (MasterCard in 2006, Visa in 2008) paved the way for duality.


Among Canada’s dominant national banks, Bank of Montreal aligned with MasterCard and the rest with Visa. In the early days, merchants that wanted to accept both brands needed separate accounts with a Visa member and a MasterCard member. The movement toward a more streamlined model began about a decade ago. MasterCard-aligned Bank of Montreal and Visa member Royal Bank of Canada in 2000 formed the joint venture Moneris Solutions Corp. to offer a full slate of services to merchants through one provider. And U.S.-based processors such as Global Payments Inc., Chase Paymentech Solutions, and First Data Corp. began moving into Canada, al stressing seamless merchant service. Behind the scenes, however, non-duality still ruled. “Every single bank has an alliance with another bank to grab the card [transaction] and re-route it,” says Adil Moussa, a researcher with Boston-based Aite Group LLC. 


What looks like duality to merchants is possible because processors set up separate Visa and MasterCard accounts. Acquirers sweep funds from those enabling accounts into a merchant’s primary account through the automated clearing house. These so-called synthetic-acquiring arrangements could be streamlined with the passing of non-duality, according to payments consultant Philip Andreae. “I think what we’re going to see is the key acquirers are going to concentrate their financial activity into one financial institution,” he says. 


Although synthetic acquiring creates overhead, its demise may not be a foregone conclusion. Banks will have to do some operational re-jiggering to connect with the network with which they haven’t had a direct relationship. Some may find the status quo less expensive than doing an upgrade.


“Visa and MasterCard are not quite the same,” says Andreae. “If I’ve got systems work to do, I’m going to have to measure the cost.”


Meanwhile, Visa Inc.’s Visa Canada unit about a month ago published interchange rates on its Web site for the first time. “There’s a growing need for transparency in our system,” says Brain Weiner, director of strategy and interchange at Visa Canada.



MasterCard now publishes its U.S. rates on its Web site, but not yet its Canadian rates. A spokesperson would not provide the rates to Digital Transactions.


In publishing its rates, Visa Canada did not make any changes to the pricing schedule it set last April. That schedule further differentiated pricing by card type and transaction volume, a practice Visa began in 2003 when it set different pricing for consumer credit cards, commercial cards, and debit/prepaid cards. Before that, Visa had one rate for more than 30 years, according to Andreae.


Merchants say new premium cards such as Visa’s Infinite product will cost them more to accept, but Weiner counters that the blended credit card rate remains the same as before April, 1.58%. Weiner would not say if any issuers are about to launch Visa-branded debit cards, but he does say that Visa wants to give Canadian consumers and merchants more debit choices. 

“There is only one supplier today,” he says. “Clearly [debit] is a market we would like to get into.”

