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Data breaches in the United States increased dramatically in 2008 with 656
breaches reported, a 47% increase over 446 in 2007, according to the
Identity Theft Resource Center. >

While government agencies and the military have significantly reduced the
number of data breaches through heightened security measures, the
business community's exposure remains high, according to the San Diego-
based nonprofit, established to broaden public education and awareness
about identity theft.>

Government and the U.S. military reported 110 data breaches in 2008, the
same as in 2007. That number represents 16.8% of all data breaches in 2008,

down from 24.6% of all data breaches reported in 2007, the center reported.
>

Jim Jacobs

Business, by contrast, leads the list of data breaches, reporting 240 in 2008,
an 86% increase over the 129 data breaches that were reported in 2007.
Business also represented 36.6% of all data breaches that occurred in 2008,
up from 28.9% in 2007.>
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Among the leading causes of data breaches in 2008 were malicious attacks,
hacking and insider theft, which collectively accounted for 29.6% of all data
breaches that occurred last year, according to the center. The incidence of
insider theft represented 15.7% of data breaches last year, more than
double that of 2007, while insider theft represented just 6% of all data
breaches, according to the center. >

Electronic breaches, which represent 82.3% of all data breaches, continue to
outnumber paper breaches, which represent 17.7% of data breaches, the
center found.>

To prevent data breaches, the center advises all agencies and companies to
take the following risk management steps: >

- Minimize personnel with access to personal identifying information.

- Require that all mobile data storage devices containing identifying
information encrypt sensitive data. According to the center, only 2.4% of all
breaches had encryption or other strong protection methods in use, and only
8.5% of reported breaches had password protection.

- Limit the number of people who may take information out of the
workplace and set into policy safe procedures for storage and transport of
data.

- When sending data or back-up records from one location to another,
encrypt all data before it leaves the sender and create secure methods for
storage of the information, whether electronic or paper.

- Properly destroy all paper documents prior to disposal.

- Verify that servers and personal computers storing sensitive information
are secure at all times, updating antivirus, spyware and malware software at
least once a week, and allowing software to update itself as necessary in
between regular maintenance dates.

- Train employees on safe information handling until it becomes second
nature. >

For more information about the center and its data breach reports, visit

This posting was made my Jim Jacobs, President & CEO of Jacobs Executive

Advisors. Jim also serves as Leader of Jacobs Advisors' Insurance Practice.
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