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FRAUD, PHISHING AND FINANCIAL
MISDEEDS

HAVING WORKED AROUND FINANCIAL CRIMES FOR A NUMBER OF YEARS, | NOTICED THEY
SEEMED TO BE ON THE RISE. ONE REASON FOR THIS IS TECHNOLOGY, WHICH GROWS MORE
RAPIDLY THAN LAWS DESIGNED TO PROTECT US FROM IT. ALTHOUGH THE BLOG IS A RESOURCE
TO EDUCATE PEOPLE ON IDENTITY THEFT, IT ALSO STRIVES TO EDUCATE THE COMMON PERSON
ON THE RAPIDLY GROWING PROBLEM OF CRIMES ENABLED (MADE TOO EASY) BY TECHNOLOGY
AND THE INTERNET.
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Fraudulent checks, bank drafts, money orders, travelers cheques and
gift cheques seem to be showing up all over the place. While a portion

(" Get email updates 3

of these are passed by professional criminals — who sometimes recruit
people off the street to pass them — a lot of people are being tricked Powered by FeedBlitz
into cashing them because they believed a (too good to be true)

money-making opportunity.

FEEDBURNER
Unfortunately — with the current state of the economy — people seem
to be falling for the too good to be true scam opportunities more and B Subscribe in a reader
more frequently.
Even though the quality of these fraudulent instruments varies, many VIDEO BAR

of these counterfeit items are now produced with magnetic ink that
scans. High quality check stock complete with the latest security
features can be purchased in office supply stores or on the Internet.
This means they scan through most of the readers in point of sale

systems at businesses. When used with a real account number, which
is why counterfeiting works, these items can be difficult to detect as
fraudulent.

The increase in counterfeiting isn't limited to checks. Complete sets of
counterfeit documentation are being presented at banks to open new
accounts. A small amount of money is put into the account so funds
verify on an individual check and then an area is plastered with a lot

of checks. Sometimes this is done over the weekend and the funds put
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in to verify the checks are removed the following Monday. The
identities used to pass these checks are often stolen. Since the
identities and checking accounts are changed frequently to avoid
detection, it's difficult to tie all the activity back to one group or

person.

Frequently, people who are down-and-out are recruited to pass these
items after receiving a promise for a few quick bucks. If they are
caught they are normally considered "expendable" by the people
behind the schemes. Sometimes, they even do this using their own
identities.

It should also be noted that the groups opening fraudulent accounts
and counterfeiting checks also set up phony numbers and even
business addresses that get listed in 411 and on information sites fairly
easily. Most people would be amazed at how easily they accomplish
this because little to no verification is done by the companies listing
these numbers. This is also done in a lot of the Internet-related scams
and it is not uncommon for them to list a number to a financial
institution that isn't real. When they set up these numbers, while the
scam is active, they have people answering the lines. Often, if you
listen carefully, it's pretty obvious that it is not a legitimate business
and sometimes calls are forwarded to cell phones.

Another growing phenomenon is that fewer and fewer banks verify
funds when businesses try to find out if a check being presented is
good. In this instance, privacy laws and fear of litigation probably have
enabled the problem to get worse. A lot of businesses use
computerized check verification services, but when stolen identities
are used, the checks pass through these systems fairly easily. Even
worse, after the check is determined bad and the data goes in the
system, innocent people are pegged as passing bad checks.

These checks often returned by the bank for “non-sufficient funds"
because they aren't aware the account was set-up with fake
information. Eventually the account is closed by the bank, but by this
time the damage is done. Since banks frequently don't investigate
thoroughly enough to determine the account was set up with fake
(often stolen) information, it is never identified as fraud. The
exception might be when the bank takes a loss, but more frequently
they pass the losses to the entity cashing the check.
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It's almost impossible to get anyone prosecuted criminally for non-
sufficient funds/account closed cases, which means there is little fear
of getting caught in this type of scam. Privacy laws also make it
difficult for anyone outside the bank to investigate individual cases. In
most cases, law enforcement needs a subpoena, which take time and
effort to obtain. Given the resources available at most white collar
crime units and the amount of fraud, it often seems like the system is

ripe for manipulation by criminals.

Technology and the anonymous nature of the Internet have made
check fraud grow substantially. All the necessary software /hardware
needed is available right for sale at merchants that sell software and
office supplies and on the Internet, itself.

There are also Web sites that appear to be dedicated to providing all
the materials to commit fraud despite disclaimers that the items are
for educational purposes only. One example, of one of these sites is
called HackersHomePage. If you take the time to look at this site —
you will see that the the items for sale on this site might enable
someone to commit a lot more than simple check fraud.

Another growing phenomenon over the past several years has been
the sheer number of counterfeit instruments being passed for a “too
good to be true” money making scheme. These schemes, which
normally don’t make sense, normally involve secret shopper job
opportunities, offers to become a financial representative, auction

deals and of course, winning a sweepstakes or lottery.

These scams lure people via spam e-mails, which are sent by the
millions, daily. Once someone makes contact with the unknowing
victim, they are shipped bogus financial instruments to cash. Along
with the bogus financial instrument to be cashed there is a letter
instructing the victim to wire the bulk of the money (normally over a
border) back to the location of the scammer. Another twist in these
money making schemes is to buy small and expensive items, normally
electronics or jewelry, and ship them (again) normally overseas. A lot
of eBay and Craigslist sellers get taken by these schemes.

From the botnets spewing the spam e-mails out in the millions to the
counterfeit checks being sent by the parcelful all over the world, there
is little doubt that some pretty organized criminals are behind this
activity.
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The Identity Theft Resource Center’s
2008 breach report reached 656
reported breaches at the end of 2008,
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year’s ...
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In 2007, an International Task Force monitored the mail in Africa,
Europe and North America and intercepted billions of dollars worth
(face-value) of counterfeit checks.

The coordination across International borders in these scams is pretty
amazing. In any individual scam, the e-mail can come from one
country, the checks from another and the request to wire the money to
a third.

(Picture of checks intercepted in the mail)

There is also a trend where opportunists receive these items, cash
them and keep all the money for themselves. If caught, they pretend to
be a victim. If no attempt is made to wire the money to an exotic
locale, they are probably in the scheme for their own personal gain. It
isn't hard to look in just about any inbox or spam folder, reply to the
right e-mail and have all kinds of bogus financial instruments shipped
whatever address a person wants.

The first step to recognizing these scams is to understand how they
work. Most if not all of the reasons these checks are being presented
aren't going to make sense to a reasonable person. The cliche is that
they are too good to be true and they normally are.

The best places for potential individual victims to learn how not to be
taken are FakeChecks.org and OnlineOnGuard.gov.

A good resource for businesses and other public entities to learn about
check fraud is the National Check Fraud Center.

http://fraudwar.blogspot.com/2009/01/fraudulent-checks-too-profitable-for.html

1/6/09 4:59 PM

man has been arrested following a
three week identity theft
investigation. A Concord man
recently began receiving phone ...

Simple lifestyle changes can help you

By Barry Armstrong / Money Matters
Unfortunately, there are a lot of times
where identity theft cannot be tamed,
like in the workplace. ...

powered by Google™

INTERESTING LINKS

419 Coalition Website
Alex Eckelberry's Sunbelt Blog

American Society of Industrial
Security (International)

Anti-Phishing Working Group
Artists Against 419
Ask the Private Investigator

Association of Certified Fraud
Examiners

Attrition.org

Australian Competition and
Consumer Commission's little
black book of scams

Ban Spam - International e-mail
addresses to report Internet Crime

Beyond Katrina

BJ Ostergren, the Virginia Watchdog
Blog Critics

Brian Krebs' Security Fix

Bruce Schneier's Security Blog
Business Software Alliance

buySAFE Blog

Canadian Privacy Law Blog

Cappnonymous (Cybercrime from an
auction perspective)

Chronicles of Dissent

Page 4 of 8


http://www.onguardonline.gov/
http://www.ckfraud.org/
http://2.bp.blogspot.com/_Y5Wj_eMCNq4/SWAo5usplUI/AAAAAAAAAlo/rQEI7iGbqk0/s1600-h/071002_fake_checks.jpg
http://fraudwar.blogspot.com/2007/10/international-task-force-led-by-us.html
http://fraudwar.blogspot.com/search?q=fakechecks.org
http://home.rica.net/alphae/419coal/
http://sunbeltblog.blogspot.com/
http://www.asisonline.org/
http://www.antiphishing.org/
http://wiki.aa419.org/index.php/Main_Page
http://nzpi.blogspot.com/
http://www.acfe.com/
http://attrition.org/
http://www.accc.gov.au/content/index.phtml/itemId/811232
http://banspam.javawoman.com/report3.html
http://www.hurricane-katrina.org/
http://www.opcva.com/watchdog/
http://blogcritics.org/
http://blog.washingtonpost.com/securityfix/
http://www.schneier.com/blog/
http://www.bsa.org/country.aspx?sc_lang=en
http://blog.buysafe.com/
http://www.privacylawyer.ca/blog/
http://cappnonymous.wordpress.com/
http://www.pogowasright.org/blogs/dissent/?p=520
http://clarkhoward.com/
http://www.bostonherald.com/business/general/view/2009_01_06_Simple_lifestyle_changes_can_help_you_avoid_identity_theft/

Fraud, Phishing and Financial Misdeeds: Fraudulent Checks Too Profitable for Criminals

In closing, the sour economy is probably fueling an increase in all
kinds of fraud. The bottom line is that individuals and businesses are
being ruined by it. When it comes to businesses, any dollar lost to
fraud normally equates to a dollar off the bottom line. So far as the
individuals being victimized, cashing these items can lead to being
financially ruined and even arrested.

The best defense against becoming a victim is to know how these
scams work. After all, very few people become victims when they
know they are being ripped-off!
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1 COMMENTS:

David Hood said...

This is a great post that covers a lot of ground. Thanks for your
insights.

As you point out check fraud/deposit fraud is a problem that just
won’t go way. In fact, many experts think that check fraud might
actually increase considerably this year. The thought is that since
credit is tight, fraudsters will fall back to the tried and true schemes
like check fraud vs. credit card fraud. I'd be interested in what others
think of this.

Fraud does seem to be increasing with the down economy. CNN ran a
story on 12/31 that bank robberies in NYC were up. Phishing scams
are up dramatically compared to over a year ago. There were 50 bank
and credit union failures in 2008. Coupled with the merger and
acquisition activity there seems like a lot of account churn that
fraudsters looking to open new accounts can take advantage of. As you
point out once an account is opened using either stolen or synthetic
identities there are many ways that fraud can be committed.

11:13 AM
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