How a Security Trend May Hurt Banks
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Bad news for bank issuers: The payment products consumers most want to use are often no the ones that generate the highest revenue, such as signature-based debit and credit cards, according to the latest research from Gartner Inc.  Consumers aren’t too hot on contactless cards and mobile payments either, despite all the hype.

     Security-conscious consumers do like to use PINs in grocery store, and they’re ready to use alternative payment systems online if they deem them more secure than traditional payment methods.

     “U.S. Consumer Secure Payment Preferences Create Opportunities for Nonbanks,” Gartner’s study of 4,500 online U.S. adults, was conducted last August and released in February. It looks at how consumers like to pay in grocery stores, other offline venues, and online.

     In grocery stores, cash is still No. 1, with consumers registering an overall preference of 2.88 for cash on a scale of one (most preferred) to seven. PIN-based debit cards come in second at 3.64 (chart).

     The message Gartner vie president Avivah Litan says consumers are sending is that they deem PIN debit more secure than other electronic payment menthods. In the tug of war between merchants, who ultimately pay interchange on credit and debit card transactions, and card issuers, who receive it and get more revenue from signature-than PIN-based purchases, consumers are on the same end of the rope as merchants. “It’s pretty obvious-banks want revenue, consumers want security and convenience,” she says. “Consumers find PINs convenient and fast, and they find them secure.”

     Regarding payments in other physical stores, Gartner asked consumers to rank the safety of various payment methods on a scale of one to five, with five being most secure. Prepaid and gift cards came out on top, at 4.24 among the total respondent base and 4.42 among users. Next, in order of ranking by total respondents, were Visa, MaterCard, American Express and Discover credit cards, paper checks, Visa and MasterCard debit cards, and last, contactless cards at 3.07. Users of each method in all cases ranked them higher.

      Asked to rank the safety and security of online payment mechanisms on a scale of one to five, with five again being the most secure, the overall respondent base ranked prepaid or gift cards tops at 4.07. 

     Meanwhile, a significant minority of respondents, 35% said they had changed their behavior in some way because of the data breaches and other security-related incidents reported in recent years.

     Some 59% of that cohort said they changed their online-payment behavior and 58% said they changed their online-shopping behavior.

     Asked specifically about online payments, about 34% said they ware more likely to call companies with payment information rather than enter it online. But about a third of those who had changed their behavior said they used PayPal more often; just short of 30% said they used their credit card more often, and not quite 15% said they used online loan service Bill Me Later more often.

     “The bottom line is all these security breaches could give a boost to alternative payment systems,” says Litan, noting that Paypal has been taking steps recently to beef us its security. The exception is Google Checkout, which so far didn’t register much with Gartner’s respondents.

     Gartner’s finding also suggest cell phones aren’t scoring with consumers for banking and payments despite a flurry of test involving banks, telecommunications providers, and vendors. 

Asked about their interest in suing mobile devices for five different functions, including banking and paying at stores, the great majority

of respondents in all cases- 67% to 81% - said they were “not at all interested.”

