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data down to bargain-basement levels, which has forced crooks to adopt mainstream business | ly/ Yahoo! Buzz

tactics to lure customers, according to a new report on Internet security threats. 27 Digg Advertisement
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Security Threat Report from Symantec released Tuesday. I3 Facebook
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Symantec detected 711,912 new threats last year, 468% more than in 2006, when it found
125,243 — and almost two-thirds of all 1,122,311 Symantec has cataloged since 2002.

Turn to the experts for your
The data is usually sold through instant-message groups or Web forums that exist for only a few days or even . . .
hours, according to Symantec, and the hacking community exacts harsh consequences when members try to pass small business email solutions.

along fraudulent information. Rollover phones for features

"If the seller says there's $10,000 in a bank account, and there isn't $10,000 in there, their ability to sell will drop
through the floor," said Alfred Huger, vice president of Symantec Security Response. "It's a sort of honor among
thieves, and it's very strictly enforced."
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Researchers said they found more evidence during the last six months of the year that Internet fraudsters are
adopting mainstream tactics, including hiring teams of hackers to create new viruses and offering volume
discounts on stolen data to encourage larger orders.

In some cases, stolen credit card numbers were sold in batches of 500 for a total of $200. That's 40 cents each,
less than half the price observed during the first half of 2007, when they were down to $1 apiece in batches of 100,
according to the report.
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Full identities — including a functioning credit card number, Social Security number or equivalent and a person's
name, address and date of birth — are going for as little as $100 for 50, or $2 apiece.

Certain identities are more alluring than others, according the report. Stolen identities of citizens of the European

! ! | - > Learn more
Union sell on the high end — for $30 — an average of 50% more than U.S. identities. -
Researchers said the higher prices reflect the fact that the identities can be used in multiple countries, instead of
just one. They added, however, that scarcity of a certain type of identity will drive up its price.
Also popular with attackers are website-specific vulnerabilities because few are fixed quickly. Of 11,253 so-called m
cross-site scripting” vulnerabilities found on specific sites during the second half of 2007, only 473 were patched. E-mail features What's this?
Cross-site scripting vulnerabilities are flaws in the coding of Web applications that allow hackers to insert malicious E-mail newsletters
code into the pages and then deploy it to unsuspecting visitors. Sign up to receive our free Tech e-newsletter

and get the top news of the day in your inbox.

The report was released as thousands of security professionals gathered in San Francisco for the RSA .
Conference, a week-long event at which Symantec's CEO John Thompson Tuesday keynote is among several E-mail
high-profile speeches.
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The survey is based on malicious code gathered from more than 120 million computers running Symantec anti-
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virus software and some 2 million decoy e-mail accounts that collect spam. 9
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JeffBer wrote: 1d 4h ago

The police don' t have time or energy to catch the theives. If you found out your
husband/wife/sister/chid stole your identity and got a credit card in your name, are you really going to
press charges and put them in jail? Most identity theft is from someone you know.
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kokopeli wrote: 1d 8h ago

I don't know if this is a bad thing in that it has become commonplace to steal identities or a good thing
in that the market-driven reaction might be fewer people interested in stealing identities because it's
literally not worth it.

s

Don't make it a capital punishment crime - make it life in prison with no access to technology. That
would probably be even scarier to these a-holes.
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dwilli11 wrote: 1d 14h ago

AUTHORITIES WORLDWIDE SHOULD MAKE IDENTITY THEFT A CAPITAL CRIME PUNISHABLE
BY DEATH. THAT IS THE KIND OF PUNISHMENT THAT MIGHT MAKE A DENT IN THIS
GROWING CRIME RATE.
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The Chosen One wrote: 2d 3h ago
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mensan70 wrote: 2d 7h ago
These people need to slowly roast in Hell.
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Jaggar_Maclintosh wrote: 2d 8h ago
Full identities [ including a functioning credit card number, Social Security number or equivalent and
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GeorgeK wrote: 2d 13h ago

Does this mean that | can buy my own ID back? Texas will not allow me to lock my credit report until
my ID is stolen (we don't want to inconvenience big businesses that sell it you know). So, | need a
plan to get my ID back once it's stolen and sold for $0.40.

Recommend £+ 5| Report Abuse A\

http://www.usatoday.com/tech/news/computersecurity/infotheft/2008-04-08-internet-secur...

Page 2 of 3

4/10/2008



ID thieves drive down prices for stolen data - USATODAY .com Page 3 of 3

Sponsored Links

Do You Know Your Credit Score?
The average U.S. credit score is up to 692. See yours for $0.
www.freecreditreport.com

Medical Transcription
Learn at your own pace. Enroll in a Medical Transcription course.
www_.allalliedhealthschools.com

AARP Auto Insurance From The Hartford

Over 497 Save $385 On Lifetime Renewable Auto Insurance. Free
Quotes!

www.TheHartford.com/AARP

Conversation. Delivered
fresh every day.

Subscribe Now

=51 Electronic Edition

Newspaper Home Delivery - Subscribe Today

Home * News « Travel « Money « Sports « Life * Tech + Weather

About USATODAY.com: Site Map | FAQ | Contact Us | Jobs with Us | Terms of Service
Privacy Policy/Your California Privacy Right | Media Kit | Media Lounge | Press Room | Reprints and Permissions

News Your Way: [ Mobile News | [=] Email News | fJ Add USATODAY.com RSS feeds | [f] Podcasts | [& Widgets

Partners: USA WEEKEND | Sports Weekly | Education | Space.com

Copyright 2008 USA TODAY, a division of Gannett Co. Inc.

http://www.usatoday.com/tech/news/computersecurity/infotheft/2008-04-08-internet-secur... 4/10/2008



