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On January 20th, 2009, Heartland Payment Systems announced that they had experienced a major data breach. This breach came on the heels of one announced by another major payment processor and within two years of Hannaford and TJX. Both Heartland and their competing payment processor were validated as fully compliant by a major Qualified Security Assessment Company (QSAC). While many may find these breaches surprising in light of the focus on PCI DSS compliance, to those of us who have worked as security professionals within the payment card industry, it is neither totally surprising nor entirely preventable. A recent study has shown that despite the enforcement of the PCI DSS and the advent of data breach notification laws, data compromises have increased 47% from 2007-2008. With every reported compromise, the question is increasingly being asked:


If the companies were validated


as PCI DSS compliant, how could 


they experience a data compromise?

Recently, much has been written about the PCI DSS. Some writers have taken the position that this latest breach is further confirmation that the PCI DSS standard is flawed and is an ineffective mechanism for protecting sensitive data. While articles espousing this view merit consideration, the stated positions are primarily invalid. The Heartland breach should not be viewed as an indictment of the organization’s security posture, but as illustrative of how difficult it is to adequately protect sensitive data.


Consider for a moment motorcycle helmets and seatbelts. Every year motorcycle riders wearing helmets are killed in motorcycle accidents. Studies demonstrated that motorcycle fatalities increased 81% in Florida, 50% in Kentucky and 100% in Louisiana since helmet laws were repealed. It is interesting to note that studies do not suggest that motorcyclists were not killed while wearing helmets, simply that more died after the helmet laws were repealed. Similarly every year drivers wearing seatbelts are killed in automobile accidents. 


It would be naïve, though, to suggest that seatbelts and motorcycle helmets are ineffective or that the laws mandating their use are ineffective because a percentage of riders and drivers are killed in accidents. In the vast majority of instances motorcycle helmets and seatbelts work as intended to reduce injury and fatalities associated with accidents. Motorcycle accidents, automobile accidents and data compromises consist of complex sequences of actions and variables that are difficult to predict or prevent. It is tempting to view these events and believe that one well-placed control or series of controls can prevent a major event from occurring or mitigate the risk associated with riding motorcycles, driving cars and handling sensitive data. It is clear that there is inherent risk in each of these activities and the only way to remove all risk is to not engage in the activity. Seatbelts, helmets, and firewalls are controls that are only intended to mitigate a particular risk associated with the activities. When talking about an automobile or motorcycle accident, the type of car, the type of driving (racing, for example) the speed at which it is traveling and the specifics of the accident all play a factor in the potential for serious injuries or accident.


Similarly, when examining a data breach, one must consider several aspects, including the type of date being stored, how and why it was stored and how it was protected. In addition, consideration must be given to the ways in which that data was compromised. It is simply not possible to predict every threat to all data and neutralize those threats. One can, however, take appropriate steps to mitigate the risk to an acceptable degree. The question is, who determines the “acceptable degree.”

State of the PCI DSS Industry

A result of the debut of the CISP in 2001 and subsequently the PCI DSS in 2006 is that a cottage industry has been created where companies focus upon PCI DSS compliance issues as a core competency. As with an industry segment, those companies that sell services in support of the PCI DSS are compromised of a large number of very sound, ethical organizations and minority of companies with less concern for security and more concern for selling compliance as a product.


Earlier this year I was speaking at an event in South Africa and was providing insight into ways in which merchants could educate themselves and empower their organizations. The focus of my presentation was to encourage banks, merchants and service providers to focus upon security and be as knowledgeable as their QSA. This, it was proposed, would empower merchants to proactively work to protect data and manage their risk. I was very surprised when a local QSA stood up during my presentation and defensively (he indicated publicly that he felt defensive) stated  to the room that they should focus on using a QSA that they ‘trusted’ and could support their ‘efforts’ and be a ‘trusted advisor,’ as opposed to becoming educated on the issues themselves.


This example underscores one of the primary challenges facing organizations in the payment card industry. Much like your automobile mechanic is better served for you to not understand the basics of car maintenance, some clearly feel that it is better for business if the merchants and other companies are not well informed on the PCI DSS. It is a case of ‘trust us and we will take care of you.’ Whether you are taking your car to a mechanic because it is making a strange sound, pursuing PCI compliance or talking to a stock broker, you are well-served to understand the specifics of the subject. In economic and contract theory Information Asymmetry deals with “…the study of decisions in transactions where one party has more or better information than the other. This creates an imbalance of power in transactions which can sometimes cause the transactions to go awry.” This phenomenon is currently playing out daily in the acquiring industry. Qualified Security Assessors (QSA) and other privileged individuals have access to important information that until recently was not universally available to the companies that needed to protect their data and manage their risk.


This is not to suggest that there is a conspiracy among the banks or card brands to withhold information, but the fact remains that information has not been shared equally with all participants. In my experience many companies have not taken an active interest in understanding the nuances of security and it has not been until recently that many have begun pursuing information in ernest. Companies would benefit by considering the latest data breaches as example of the difficulty in protecting data in an ever-changing and complex environment. It is simply not sufficient to hire an ‘expert’ to provide PCI compliance advice and expect that it will result in sufficient risk management or security advice.

End to End Encryption

After the fallout form the Heartland breach much has been said about ‘End-to-End (E2E) encryption and how it will solve the issue of data compromises. I am a proponent of E2E encryption, but as with any solution, it must be critically evaluated within the context of the current environment. E2E encryption is being successfully employed in Thailand and Malaysia and is currently being implemented in Australia and New Zealand. This begs the question as to why it is not possible to implement this solution in U.S. Market? To answer this question, it is important to have an understanding of E2E encryption.

End-To-End encryption is a process that encrypts the transaction data from the point-of-interaction (POI) and allows the data to remain encrypted through the entire transaction cycle from the merchant, through the interchanges, to the acquiring and issuing banks. While appearing simple enough, there exist a number of challenges in implementing such a program in the U.S. First, it is important to understand that the U.S. is the largest and certainly the most complex payment card region. As a point of reference, the U.S. has nearly 7 million merchants being served by over a dozen major third party processors, several hundred gateways, several thousand ISOs, and over 100 acquirers. Compare this to the Canadian market which has about six hundred thousand merchants being supported by a half dozen gateways and less than 10 major acquirers that also process transactions. There are but a few third party processors in the Canadian market. The size and complexity of the U.S. market renders the implementation of EMV technology (Chip and PIN) a monumental task at best. So readers are certainly asking why EMV matters to End-to-End encryption. The countries employing E2E encryption are leveraging the encryption mechanism found in the PIN Pads used for Chip and PIN transactions to support the encryption of the data. Since the markets are more consolidated and less complex, it is a much easier process. Consider for a moment the complexity of key management in a situation in which a U.S. merchant is managed by an ISO who is an agent of bank. This merchant uses a third party gateway (not the ISO) which in turn connects to six major processors (not the banks) that support transaction processing. Each processor has a direct connect to the relevant card brand, as well as numerous other gateways and other entities.


In the U.S. we are seeing a large movement toward Point-to-Point (P2P) encryption. This is a process in which trusted third parties, such as processors and gateways, support encryption for their merchants. It is called P2P because the data is not encrypted throughout the entire transaction process and is instead encrypted from the merchant’s point-of-interaction (POI) and decrypted at the trusted third party. The data is then transmitted to the bank, processor, or other gateway through traditional means. While E2E encryption is certainly preferred for all entities, this is at least several years, if not longer, away. P2P encryption still allows merchants to operate in a much more secure manner, simultaneously reducing the PCI compliance burden. To learn more about the specific solutions available, please visit the following companies’ website:

ProPay (www.propay.com)

Shift4 (www.shift4.com
MerchantLink (www.merchantlink.com)

TrustCommerce (www.trustcommerce.com)

EPX (www.epx.com)

While not an exhaustive list, each of these companies has a solid solution that should be evaluated. 


At this point some readers are certainly questioning the statement about the reduction of PCI compliance burden. The PCI DSS states definitively in footnote #1, page 4 that “PCI DSS, however, does not apply if PAN is not stored, processed or transmitted.” In short, by removing the data that is stored, transmitted or processed, companies are able to reduce their compliance burden. While brevity prevents a more detailed discussion on the topic, those interested can read the whitepaper: “The Data Dilemma; the Value of Secure Transaction Solutions” which can be downloaded at www.paymentsecuritypros.com/en/art/61/.

Each of the solutions mentioned previously either completely or partially remove the cardholder data from the merchant’s environment. This removes much of the burden of PCI compliance. It should be noted however, that each must be evaluated to understand the degree of reduction provided by the particular solution. In some instances, the solutions remove the need to store data which removes the need to “render data unreadable” as detailed in PCI DSS requirement 3. While not a complete reduction of PCI DSS compliance, simply removing the need for merchants to invest in expensive encryption solutions provides a significant reprieve from the expense and complexity of compliance.

Summary

Companies are losing their battles with data thieves. While it provides an easy target, the PCI DSS is not at fault. Admittedly, there are limitations to the standard in much the same way there are limitations in the ability of seatbelts and helmets to limit automobile and motorcycle deaths. Understanding the limitations of the standard allows organizations to consider additional controls. More importantly, companies need to rethink their security strategies and begin to educate themselves and take a risk-based approach to compliance as opposed to a compliance-based approach to risk management. Companies are not simply protecting data, they are defending against adversaries that are rational actors. As the data thieves become more innovative in compromising data, organizations too must become more creative in protecting the data. The Heartland incident highlights the difficulties that all organizations are facing in the protection of cardholder data. The benefit, though, is that such incidents are further spurring the creation and acceptance of such solutions as End-to-End and Point-to-Point encryption, which will elevate the level of security for everyone involved.

