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Although it apparently resulted in only minimal damage, an alarming data breach at a retailer supposedly compliant with the PCI security standards is raising questions about whether meeting PCI’s long list of rules is really enough to protect cardholder data.

When news of the Hannaford Brow. Co. data breach first broke in March, it looked like yet another case of a merchat that failed to comply with the Payment Card Industry data-security standard, or PCI. The intrusion at the supermarket chain involved the theft of data from 4.2 million credit and debit cards, a relatively small number compared to last year’s highly publicized  breach at off-price retailer TJX Cos. that may have compromised about 90 million cards.

     But as more information emerged about the Hannaford case, what appeared to be a run-of-the-mill attack on a merchant’s database became a milestone in the short history of PCI. Unlike the merchants in previously reported data breaches, Hannaford Bros. was PCI-compliant.

     What’s more, hackers stole the data while transactions were in transit from Hannaford’s point-of-sale systems to payment processors for authorization, a new mode of attack from criminals who previously targeted stored data. Fraudsters planted so-called malware, or malicious software, on servers at about 300 supermarkets in or affiliated with the Hannaford chain, according to a letter from a Hannaford attorney to Massachusetts officials.

     The malware captured card numbers and expiration dates, which the hackers bathed and sent to an unidentified foreign Internet service provider. Scarborough, Maine-based Hannaford says it is aware of about 2,000 instances of fraud related to the hack. Since the Hannaford breach, several non-PCI-compliant merchants have reported similar thefts of card data in transit, including the Okemo Ski Resort in Ludlow, Vt. The Hannaford breach raises serious questions about the PCI standard and related standards-the Payment Application data-security standard  and related standards-the Payment Application data-security standard (PA-DSS)  and PIN Entry Device security requirements (PIN PED). The card industry has promoted the standards as the answer to the growing number of data thefts, setting deadlines for merchant compliance. Merchants failing to devote the resources necessary to meet the standards face stiff fines, higher processing rates, and possible loss of card-acceptance privileges.

Checklist Approach

“PCI is a whole lot of cost and effort and unbelievable amounts of confusion, mostly foisted on the merchants’ backs,” says Steve Mott, a payments consultant with Stamford, Conn. – based BetterBuyDesign and a former MasterCard International executive. “It’s nice to say ‘here’s a plan for protecting stored data’- which is outlawed in the first place-but you don’t have any answer for [data] transmission. What’s the point?”

     The PCI standard, while comprehensive, is basically flawed, says Avivah Litan, technology analyst at research firm Gartner Inc., also based in Stamford.

     “The whole process is set up for being compliant at a point in time as opposed to ongoing,” Litan says. “Its not a real-time check, real-time monitoring. It’s a static in a world that moves very quickly and changes very quickly.”

     For example, one of the PCI requirements calls for file-integrity monitoring once a week. “If that’s the piece of the standard that would catch a crook- which it could have been in [the Hannaford] case-that means the crook can get a week’s worth of data before he’s caught,” she says. “You really need to have real-time PCI compliance.”

     Failure to comply with PCI is a good indication that a merchant has some significant vulnerabilities, but being compliant is not an assurance that it won’t get attacked, says Mark D. Rasch, managing director of technology at Baltimore-based  FTI Consulting Inc. “The fact that you’re compliant with PCI or, for that matter, any standard doesn’t mean you’re absolutely secure, “Rasch says. “PCI compliance is one of those things that is necessary, but not sufficient, for security.”

     PCI compliance indicates only that a  merchant met a set of standards that it’s contractually obliged to meet in order to process credit and debit cards, not that its organization is secure, Rasch says. ‘It means that you’re unlikely to be fined by Visa and MasterCard,”he says. PCI compliance also may immunize a merchant from potential civil liabilities in the event of  a security breach.

     “It can show that not only were you compliant, but you were tested and somebody either accredited or certified your compliance,” says Rasch. “But that’s not the same thing as being secure. Just because I meet fire code doesn’t mean the building won’t burn down.”

     That’s because the PCI requirements create a “checklist approach” to security, says David Taylor, director of research at the PCI Security Vendor Alliance and founder of the PCI Knowledge Base forum for exchanging security ideas and information. “There’s a difference between compliance and security,” he says.

     For example, PCI requires security measures such as firewall, encryption, anti-virus software, password management, and vulnerability scans, Taylor says. But other important non-PCI security measures, such as data loss prevention, enterprise key management, endpoint security, and threat modeling, are not included.

     Indeed, faced with the threat of large fines and higher interchange rates for non-compliance, many merchants are diverting resources from other security measures to make sure they’re in “paper compliance” with the standard, Taylor says. But those other measures are just as important in preventing security breaches as those required by PCI.

      “To be secure, you’re going to have to do more [than PCI], and it’s up to each individual merchant to determine what more is,” he says.

“They may have particular vulnerabilities, they may have particular risks.”

“Industrial-Strength Security”

While PCI requires merchants to analyze and manage risk, most merchants don’t really understand risk and how to measure it, Taylor says. He notes that to merchant selling blue jeans, “risk” means a competitor coming out with a cheaper product.

“You’re not dealing with somebody that does it for a living in most cases,” he says.

      And PCI gives you real guidance in this area. As a result, merchants often come up with a standard list of risks-internal theft of data by an employee, a break-in in the back office-that doesn’t truly reflect the vulnerabilities of their systems, he says. 

     In addition, merchants often spend most of their PCI funds on security tools-firewalls or anti-virus software-rather than on training security staff to properly review the information, Taylor says. That means merchants often don’t know how to interpret the reports generated by security reviews.

     Because of the limited nature of the PCI standard, companies that process card transactions need to look at PCI compliance as starting point, Rasch adds. “As part of a comprehensive security assessment and in particular areas where their brand is at risk, they may want to go beyond PCI,”  he says. “That’s what Hannaford is doing now.”

In an April 22 news conference, Hannaford said it was bringing in General Dynamics Corp.’s Advanced Information Systems unite, International Business Machines Corp., Cisco Systems In., and Microsoft Corp. to “apply military- and industrial-strength network security to the retail environment.”

     The company is upgrading security measures to encrypt credit and debit card numbers moving from the PIN pad through its internal network. The process involves replacing all the PIN pads at the 300 supermarkets in or affiliated with the chain. The company also is installing an IBM detection service to provide real-time alerts on intrusions.

     Companies need to engage in a comprehensive security assessment, not only of payment and processor systems, but also of other computers and networks to which they link, Rasch says.

     “Look for vulnerabilities,” he says. “This is a dynamic situation because if you’re assessed today and found fully compliant, that doesn’t mean that tomorrow you won’t be hit.”

     Merchants also need to create a culture of security that goes beyond meeting PCI requirements. For example, if a grocery links in-store checkout with radio-frequency identification (RFID)-the basic technology behind contactless payment cards-it has to consider the security implications. “You have to ask yourself questions about the privacy and security concerns of doing that,” Rasch says.

     PCI assessors interviewed by PCI Knowledge Base say many merchants focus on checking off boxes on the PCI audit without really understanding the need to create that culture of security, Taylor says. The assessors reported that upper management at many card-accepting companies appeared to view PCI compliance as an exercise to “make the auditors go away,” scrambling at the last minute to find access-control logs and update policies.

     And checking off a box on a PCI audit doesn’t guarantee security, Taylor says. For example, the PCI standard requires certain controls over passwords and access to data but doesn’t specify how a merchant should implement the requirement. As a result, most merchants manually update lists-often a laborious, time-consuming process-rather than installing an expensive automated identity-and access-management system that can immediately update lists.

     “You can get away with a completely manual process, “ Taylor says. “The problem with that is when somebody changes jobs or leaves the company, there’s typically a lag time that can exist and that lag time can be days, weeks, months, or years. “ That leaves merchants vulnerable to attacks.

      Nevertheless, while PCI hasn’t proved to be the cure-all for data theft, it has made progress in securing stored data, Gartner’s Litan says. In fact, that may be why criminals are targeting card authorization in transit, an area where data protection has lagged. But the Hannaford theft shows that a focus on end-to-end protection of customer data-not simply PCI compliance-is critical, she says.

     The PCI standard has set up good procedures for securing databases and POS devices, says Bill Pitman, vice president of payment solutions at hardware and software provider Hypercom Corp. “The one missing piece at this point is the data as it’s moved from Point A to Point B, “ he says. “That’s one area that hasn’t been addressed fully.”

     While PCI requires data to be encrypted for transmission to payment processors, there is no similar requirement for transactions being sent over private networks, such as data transmitted from a store to company headquarters. 

     Security should be in place “from the moment that a card is swiped to the moment the data is delivered to the payment processor,” Pitman says.

     The card networks thus far have been silent on the Hannaford breach, and the Wakefield, Mass.-based PCI Security Standards Council, which administers the standards, has offered limited comments.

     “Compliance is a snapshot in time,” Robert Russo, general manager of the PCI Council, told Digital Transactions at the Electronic Transactions Association’s 2008 Annual Meeting and Expo in Las Vegas in April. “If they were compliant on Feb. 27, they may not have been on Feb. 28.”

     In an e-mail, a PCI Council spokesperson says that once compliance is reached, “it is the responsibility of the merchant organization to continue to remain vigilant and ensure that vulnerability scans are still performed as required and that new systems added to a network undergo a through process to ensure they are not adding new vulnerabilities to a secure environment.”

Whether the Hannaford breach is tied to an error on the part of the grocery chain or a PCI assessor or to a gap in the PCI standards remains to be seen. Asked whether the PCI Council would take action as a result of the Hannaford breach, Russo said he didn’t yet have enough details about exactly what happened. “If it’s (a problem with) the standard, we will take immediate action,” he says.

      At the April ETA meeting, Russo said a coming upgrade in PCI might address the interception of card data being transmitted for authorization. In mid-May, the PCI Council said the upgrade, version 1.2 of the PCI DSS, would be out in October.

     Meanwhile, FTI’s Rasch says merchants need to remember that PCI compliance is “really a journey and not a destination. That’s one of the things we learned here.”

