Remove Hackers’ Motives 


  To Attack Retailers

Instead of pushing complicated rules like PCI, the card networks should simply get merchants out of data-storage business, urges David Hogan.
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by David Hogan

Each year at NRFtech, retail’s premier technology conference, I meet with chief information officers to talk about issues impacting their business. . This meeting usually last a few hours while we discuss seven or eight issues. In 2007, one issue dominated the conversation: the Payment Card Industry data-security standard (PCI DSS). When I left the meeting, I had a much better sense of retailers’ frustration over this well-intentioned program and was bound and determined to help them fix it.

     Retailers have spent countless man-hours and millions of dollars replacing and updating IT software and hardware, but full PI compliance continues to elude many companies. Although retailers have put forth their best efforts to comply with PCI, they have been frustrated by the convoluted nature of the program for quite sometime. 

     The PCI Security Standards Council outlines 12 requirements to reach PCI compliance, crafting a simple sound bite they call the “digital dozen” to characterize these obligations. A closer examination of the digital dozen reveals there are roughly 200 sub requirements that retailers also are required to carry out. That’s hardly simple.

      To make matters worse, retailers often find themselves waiting months for responses from their acquiring banks or the card associations regarding important clarification questions. And while retailers wait, they remain vulnerable. Then, once the PCI compliance certificate is finally granted, retailers still bear the magnitude of the liability if they are breached. 

An inherent problem with PCI  is that retailers build bugger walls and criminals find taller ladders. Truth be told, PCI is a moving target without a safe haven for adopters. If the goal of PCI is to make credit card data less vulnerable, the ultimate solution is to stop requiring merchants to store card data in the first place. 

     Last fall, the National Retail Federation threw out a revolutionary idea: give retailers a choice about how they wanted to store credit card data. Thieves are interested in large amounts of card numbers, so we proposed that retailers not be required to store those numbers. This solution takes away the incentive and temptation for criminals to attempt data breaches in the first place.

Passing the Buck

Card networks essentially require retailers to store specific data, including credit card numbers, to satisfy retrieval requests when consumers dispute charges. This forces companies to keep full credit card number in their systems anywhere from 12 to 18 months, an eternity in which they are vulnerable to hackers.

     The NRF believes card networks and their banks should provide merchants with the option of keeping nothing more than the authorization code provided at the time of sale and a truncated receipt. The authorization code would provide proof that a valid transaction had taken place and been approved by the card issuer, and the sales receipt would provide validation for returns or proof of purchase. Neither would contain the full account number, and would be of no value to a potential thief. Any inquiries about a transaction would be between the cardholder and the card-issuing bank.

     After vetting this idea through retailers and security experts, I sent a latter to Bob Russo at the PCI Security Standard Council. In the letter, I asked Mr. Russo to work with the NRF to bridge the gap between retailers and the credit card companies. After all, the PCI Council was designed to take a leadership role in developing and enforcing security standards. 

       Rather than seize the opportunity to create meaningful change for consumers, Mr. Russo’s response was to pass the buck, suggesting that NRF take up its concerns with the credit card companies. I found this somewhat ironic given their relationship between the PCI Council and the card networks. It is no secret that the networks have created the PCI Council, and that Visa, the largest network, has taken the lead in managing compliance and enforcement.

     The deadline for all Level 1 merchants to become PCI compliant has come and gone. In fact, the deadline for Level 2 merchants just passed on Dec. 31. Visa has threatened fines of $25,0000 per month for each retailer that is not compliant. What is even more troubling is that merchants face increased transaction rates, known as interchange fees, if they remain non-compliant. Between fines and increased interchange rates, the credit card networks and their bank members have discovered an incredible new revenue stream worth millions of dollars each year. And we all know that once a credit card network or issuer finds a revenue stream, they become hard-pressed to give it up.

‘Simple and Logical’

There is no question in my mind that the problem of major data breaches would virtually disappear if credit card companies adopted the NRF’s solution and gave retailers a choice in how they store their data. As I told Mr. Russo and the PCI Council in my letter, if all merchants took advantage of this option, card networks and their member banks would be the only ones with large caches of data on hand, and could keep and protect their card number in whatever manner they wished. It makes more sense for credit card issuers and networks to protect their data form thieves than to expect millions of merchants scattered across the nation to lock up their data for them. Retailers will continue to do what is expected of them. They will invest heavily in new technology to keep their customers’ information safe. They will continue to work toward PCI compliance. But once the industry is 100% compliant, we will realize that we never attacked the problem at its root. We made it harder for criminals to attack us, but we never took away their incentive. 

      Now is the time to rethink the assumptions behind PCI. To do so, we need to bring everyone to the table. NRF is asking the card networks to meet us halfway. Rather than requiring retailers to store sensitive data we don’t want, networks should work with retailers to find new solutions that can work hand-in-hand with PCI. The best solutions don’t always have to be the most technical and complicated. Sometimes simple and logical is the way to go.

