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Email archives exist to help organizations of all types, all sizes and in all countries to meet the growing demands of government, industry and internally generated regulation that have grown into being during the post-Enron era. Although the scope and value of some of the new legislation is questioned, due to its impact on international trade, company ownership and national tax revenues, it appears that compliance-driven archiving is here to stay. Maintaining email archives for regulatory compliance is one of the most important tasks of the IT department, who must ensure that integrity is maintained throughout the chain of events that take place within the email archive environment. They proved a reliable record of internal and/or external communications, and must be able to furnish potential evidence or other requested records quickly and cost-effectively.

Archive technologies are becoming more cost-effective and useful every year as they prove to provide many obvious benefits to organizations. Aside from proof and accountability in instances of specific legal actions around compliance laws, they are tools for good internal business governance and ethical audits of business practices.

Chain of Trust

A compliance archive has to be a ‘trusted’ source of information, especially because of its potential legal uses. Normally, this archive is created directly from the source, the main platform, such as the email or calendar system. The archive process makes copies of all information, indexes it (for rapid search and retrieval at any later time) and places onto some from of storage. 

The process of maintaining and email archive can be considered a ‘chain’:

· A new user is given an email identity.

· The user writes an email and sends it via the email system.

· This email is transported by the email system and copied by an archiving solution. (It is also placed into an email system mailbox to be read.)

· The archive solution places a copy of the email on a storage device to provide a permanent record.

So long as the archive holds a trusted copy of the original, the communication or other data from the archive has validity for internal audit, to meet the best practice and legislative guidelines and as legal evidence. 

     For the email archive to be valid, and trusted, all parts of the chain have to be trusted. The first links in the chain depends on the security settings of the email system itself. Other links, including in some cases the compliance archive itself, depend on exact rights and permissions settings for the email system. 

      The trust of the final link, the storage media itself, is often addressed by the use of WORM drives. These are devices from which data can be read many times but which cannot be altered – hence the Write Once Read Many acronym (WORM).

     The trust of the mail system depends on standard access controls for mail servers and administrators. For example, Microsoft Exchange has a set of permissions to control exactly who is able to have access to which email storage areas and mailboxes.

     At least 40 percent of mailbox permissions will change every year in a typical organization with a staff turnover of 15 percent and a 25 percent role change rate – an arduous task for administrators.

How does the email system break the chain?

The mail system itself is susceptible to being configured incorrectly. Microsoft Exchange in particular is a flexible but complex system that has evolved over time. The security models that underlie Microsoft Exchange are built on many contradictions – some features are driven by the need to maintain high usability, while others try to focus on email integrity.

      Organizations need to proactively review what is possible within Microsoft Exchange to administer permissions and check the resulting permissions profile. Without the application of security permissions analysis, actions such as auditing, best practice enforcement and central review of the permissions are practically impossible to achieve for Microsoft Exchange servers. Here are a few areas where security can be compromised:

Unrestricted mailbox access.

For legacy implementations of Microsoft Exchange (version 5.5) it was common practice to assign the equivalent of Microsoft Exchange Service Account rights to administrators. This assignment would then allow full unrestricted access to all of the mailboxes hosted on that Microsoft Exchange server.

Inherited mailbox access.

There are many software applications that perform legitimate activities within Microsoft Exchange, but are required to be granted Microsoft Exchange Store access permissions. Once these permissions are granted by suing the associated account it is possible to gain access to other mail boxes hosted within that store. For example, a user who is responsible for managing backups carries out day-to-day tasks while logged in as the service account for the backup software. By using this service account, the operator could gain unrestricted access to all mailboxes on the Microsoft Exchane server(s).

Public folder ownership permissions.

Anyone with ownership permissions assigned to public folders can determine subsequent permissions granted to that folder, modify and remove permissions that were granted to that folder. A creater of a public folder is automatically granted owner permission status, yet very few organizations provide any training to the appropriate use of Microsoft Exchange permissions.

User housekeeping of permissions…or lack of.

All Outlook users can set permission access to their mailbox folders. It is quite cumbersome and requires a minimum of seven mouse clicks per folder. Typically, calendars are granted extended access permissions but often additional folders have permission updates applied. End-user training is often not provided to ensure appropriate permission provision and worse, users rarely check the permissions that have been applied to ensure accuracy.

Email Pretexting.

A pretext is a false motive put forth to hide a real one. “Pretexting,” pretending you are someone else to obtain information, was at the center of the boardroom scandal at Hewlett-Packard. The company admitted that it’s hired a private investigator who obtained the phone records of the HP board by using a contractor also used pretexting methods to obtain the phone records and other confidential data of targeted journalist. Microsoft Exchange has a very specific permission called ‘send as.’ This is very powerful and has deep implications in the context of message integrity and chains of trust. It is particularly dangerous if you consider the legal implications of someone pretending to be someone else. There is the potential for the organization to be sued for email pretexting, since the archive will state the false ‘send as’ usage as if it were correct.

This specific form of pretexting involves masquerading as another user to obtain financial, confidential or other information. There are a number of ways to do this, including setting up false spam addresses, buying a web identity that is very similar in spelling to the organization and sending a message from there, or gaining access to a mail system ‘send as’ feature in order to totally impersonate that real email user.

In 1999, Congress passed the Gramm-Leach-Bliley Act, outlawing the use of pretexting to obtain financial data from customers or institutions. The Federal Trade Commission has investigated businesses that advertise pretexting services. Even though the law is limited to financial data, lawyers have disagreed on whether it could be used to prosecute pretexters who have obtained non-financial data. In the HP case, the California Attorney General said he was unsure if laws had been broken. The next day, he said he was certain they had.

      In the case of the Microsoft Exchange ‘send as’ rights, email archive systems that meet compliance goals carry out a complete audit of the permission. They allow the system administrator or security officer to make sure that users cannot do email pretexting, and perhaps tarnish the reputation of the individual whose email identity they could borrow, or the reputation of the whole organization.

     The implications of installing an email archive are far-reaching, and questions arise about the exact controls that provide security and integrity for the email system itself. It is advisable to monitor these controls carefully in order to get the full value out of your archive solution.

     For an email archive system to run smoothly and with validity, administrators and security officers must make sure that the email system itself is checked constantly to ensure that powerful permissions settings are maintained correctly and are up to date. Each of these security weaknesses in the email system may impact into the email archive store. A simple flaw can result in a major embarrassment to the organization or in a worst-case scenario, could open it up to litigation.


Email archive systems that meet compliance goals enable administrators and audit officers to centrally report and analyze the Microsoft Exchange security profile, retain historical information and, where appropriate, apply changes to prevent inappropriate data access.

