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When it comes to compliance with the PCI security standards merchants get most of the press, and it’s usually bad. But where are card issuers doing – and what can they do-to lighten merchats’ security burdens?

CardSystems, TJX, Hannaford: three now-infamous names in the sad saga of payment card data breaches, CardSystems Solutions Inc. was a big merchant processor that ceased to exist as an independent business in 2005 after a huge theft of card data stored in its computers. But most data breaches involve merchants.

    Court filing portrayed TJX Cos., an international off-price retailer where a computer hack exposed potentially more than 90 million card numbers to unauthorized eyes, as a merchant doing its best to delay data-protection investments for a as long as possible.

     By contrast, Hannaford Bros, Inc., a Maine-based regional supermarket chain, came across as more diligent about security even though hackers stole data involving 4.2 million cards from Hannaford or affiliated stores. Hannaford even had been deemed in compliance with the card networks’ Payment Card Industry data-security standard, or PCI, just before it reported the breach in March.

     Yet the great majority of credit and debit card data breaches involve small retailers, restaurants, and other card acceptors that never make the news. 

     While some breaches, especially TJX’s, seemed to stereotype merchants as slovenly about security, the issue is more complex. Many experts say merchants have legitimate complaints when they vent about the cost and difficulty of complying with the PCI rules. Retailers usually direct their wrath at the rules-setting PCI Security Standard Council and the card networks, which enforce the rules.

     Bu the rancorous PCI debates rarely touch on what issuers do, or don’t do, to protect cardholder data, even though the PCI rules require any entity with access to sensitive cardholder data to abide by the rules-merchants, processors, and issuers.

     And make no mistake: Hackers do target issuers. On May 12, South Bend, Ind.-based 1st Source Bank noticed an unusual outflow of data from a server storing its debit card information. The bank shut off the server and as early June hadn’t detected any resulting fraud from the intrusion. Nonetheless, 1st Source is reissuing all of its debit cards as a precaution.

Transaction Alerts
But issuer security gets minimal press attention, in part because of the rarity of issuer hacks and also because card security is a higher priority in the banking world than it is in retailing world. For issuers, security “is a given, it’s a come-to-the-game proposition,” says Brian Reily, research director of bank cards at TowerGroup Inc., an editorially independent research firm owned by MasterCard Inc. “Card security is native to the issuer side.”

     Not so for merchants. They have to worry about marketing, inventory, employee turnover, and countless other issues. Card security form most merchants, even if the majority of their sales are on cards, is far down the priority list. “It’s not their business,” says Riley.

    Richard K. Crone of San Carlos, Calif.-based Crone Consulting LLC sees little likelihood that the merchant mindset of doing the minimum to meet their PCI obligations will change. “It’s like taxes, “ he says. “Do you pay any more than you have to pay in taxes?”

     But now that data breaches seem to be as permanent a part of retailing as shoplifting, an increasingly relevant question is: What are issuers doing to make merchants’ security jobs easier? Some analysts have tired to raise this question ever since the CardSystems breach focused national attention on payment card security.

     “The issuers were hoping this [breach] problem would go away,” says Avivah Litan, a vice president at Stamford, Conn.-based research and consulting firm Gartner Inc. “I think they are gradually learning that it’s never going to happen.”

     On the hopeful side, there are examples of issuer taking extra steps to limit payment card fraud at the point of sale. That reduces the potential for chargebacks, which cost issuers and merchant acquirers – and ultimately merchants-time and money to resolve no matter who ultimately is held responsible.

    Plus, technologies are emerging that not only could put a big dent in fraud, but might even smooth the tense diplomatic relations between the issuing and accepting sides of card payments. Some of these include transaction alerts to cardholers’ cell phones, magnetic-stripe identification systems, and one-time transaction passwords.

More controversial is the so-called chip-and-PIN- a data-encrypting smart card further fortified with a PIN. Chip-and-PIN costs both issuers and merchants more than conventional magnetic-stripe card technology, but it’s been implemented in the United Kingdom-over the objections of reluctant merchants-and is coming to Canada.

     Beyond meeting their own PCI security obligations, some issuers have made security one of their marketing themes or have shown a proclivity to roll out newer security technologies ahead of the pack. One issuer security experts mention with some regularity in this vein is Charlotte, N.C.-based Bank of America Corp. 

     BofA would not make an executive available for an interview, but a spokesperson says the bank started issuing transaction alerts about three years ago and has expanded them to about 40 types that it can send to customers’ e-mail addresses or cell phones. Potential fraud tip-offs include alerts for foreign transactions on the customer’s card or an alert when the card balance goes above a pre-set threshold.

     “The idea of the e-alerts-they help customers stay on top of their finances, and also there is the security aspect,” the spokesperson says. “It’s really two-fold.” The spokesperson wouldn’t say how much fraud BofA has thwarted with the alerts.

Changing Minds

One example Crone cites of an issuer turning fraud alerts into a fine art is Hungary’s biggest bank, OTP Bank, which has  million cardholders in Hungary as well as operation in other Central and Eastern European countries. In 1999, OTP was beset with a stratospheric fraud rate of 119 basis points. (In contrast, the current U.S. rate is about 6 basis points equaling one percent-age point).  OTP suffered from a host of security problems, including fraud originating with the so-called Russian Mafia, according to Gerard Vos, managing director of Sydney, Australia-based Spectrum Message Services Group. The bank hired SMS Group to implement a text-message-based alert system for cardholders.

     “They had to do something quick,” says Vos.

     Hungary was a good candidate for text-message alerts because the underdevelopment of telecommunications land lines during the Communist era caused the population to rapidly adopt cell phones in the 1990s. In addition, the technology behind text messaging, short-message service, or SMS, doesn’t burden merchants, according to Stuart Taylor, president of SMS Group’s San Francisco-based U.S. unit, SMS Americas Inc. “They didn’t’ have to replace their whole acceptance infrastructure,” Taylor says. 

SMS Group’s MoneyGuard system pulls transaction details from the authorization message and generates an immediate text message to the cardholder. Cardholders can set their own parameters for the messages, such as sending one only when the purchase is above a certain amount.  If something seems unusual-such as an transaction happening when the cardholder is at home-the cardholder can immediately call OTP.

     One potential glitch is speed-who wants to stand in a checkout line behind someone waiting for his cell phone to get a text message. However, Taylor claims that hasn’t been a problem. “SMS messages are not guaranteed delivery, but the percentage of messages that get delayed is very, very small,” he says via e-mail. “In Hungary typical transaction to message time is 10seconds.”

     The results, according to Crone and SMS Group, have been dramatic: within six months of adopting the text alerts OTPs fraud rate fell to under 10 basis points and now is running at only about 2.0 basis points. More than 1 million cardholders use the service, resulting in 13.9 million text messages in May. Most were alerts for card and bank-account transactions. Besides the reduced card fraud, the bank is actually generating revenue form the alerts because customers will pay the equivalent of about $ 1 per month of the service, according to SMS Group.

      If SMS’s system can cut fraud while increasing revenues, why haven’t more banks adopted it? The company is building business with other customers, including a bank in Malta and the largest payment switch in Nigeria. But, so far, few banks in Western Europe and North America have bitten, a situation partly attributable to the advanced landline phone system in the U.S. that makes realtime authorizations cheap. “Where we get most traction is where fraud is beyond world averages,” Vos says.

     Also, there are minds to change. “Banks are slow to adopt,” says Vos. “A lot of peope in the fraud department are very entrenched in routine.” Other vendors of payment-processing hardware and software also are trying to change that mindset. Their new security products and services vary widely, but in general they try to encrypt data earlier in the transaction process or relieve merchants from having to rely on traditional card data that can be stored or transmitted –and thereby stolen and used to create counterfeit cards. 

“Secret Sauce”

Carson, Calif.-based MagTek Inc.’s Magensa subsidiary is attempting to build issuer and merchant interest in a systems that scores the likelihood that, during authorization, the magnetic stripe swiped is from the actual card the issuer gave the cardholder. To make the system work, issuers must record each card’s magnetic properties, or what MagTek calls the MagnePrint.

The technology is based on the premise that every mag stripe is composed of billions of magnetic particles that can’t be copied, are haphazardly arranged, and constantly change their configurations. That means the score will be different when the issuer authenticates each transaction because of the differing interaction created by the card, the reader, and the pressure or speed of the swipe. Magensa calls the value generated after the swipe the MagnePrint’s Dynamic Digital Identifier, or DDI. 

     With the original magnetic data on hand for comparison, issuers have a very high probability of knowing whether the transaction came from the real card, says Annemarie “Mimi” Hart, chief executive of MagTek and Magensa. When counterfeiters make fake cards, they simply use the mag stripe’s data. Despite having the same cardholder information, a cloned card’s unique mag stripe would generate a score outside the range of DDIs expected from the original card.

     Hart says Magensa has embarked on a four-year project to get the system in place. About 45,000 special readers that decode the magnetic prints are out so far, she says. 

     “Stage 1 is what we’re doing now-seeding the marketplace with readers whether [merchants] use them or not,” she says.

Magensa is working with terminal makers such as Hypercom Corp. and Ingenico on reader deployments, and also is working with card issuers to build a database of magnetic-stripe prints. About 1,200 issuers have contributed 250,000 prints so far. “ Not a lot, but a good start,” Hart says.

     Similarly, Boulder, Colo.-based startup Mocapay Inc. is trying to get its one-time transaction code, or what some experts call perishable numbers, off to a good start as a security system for mobile payments. Currently in test at about 140 Boulder-area merchants, the system has mobile-phone users register a demand-deposit account or payment card. To make a purchase, a user selects an account and text-messages his PIN to a Mocapay short code. After confirming funds availability, Mocapay texts a one time transaction code valid for only 15 minutes to the consumer, along with a merchant’s promotional message. The buyer tells the clerk the number, who enters it into the store’s POS payment system to complete the transaction. “the secret sauce for us is to generate that one-time pass code, “ says Lance Gentry, chief marketing officer, later adding: “We do not store any of this personal data on the device or at the point of sale.” Mocapay is guarded about tits next move, but Gentry is thinking about ventures with gift card providers or credit card issuers.

The Coming Wave

Meanwhile, VeriFone Holdings Inc., the leading U.S.-based point-of sale terminal maker , in April teamed up with Semtek Innovative Solutions Corp. to encrypt cardholder data immediately upon swiping by using Semtek’s proprietary Hidden Triple DES technology. A related system monitors transactions and alerts the merchant to suspicious activity. Dubbed VeriShield Protect, the technology is available on VeriFone’s MX800 Series platform, and will be available on Vx Solutions products later this year.

The PCI rules require encryption when data are transmitted over open networks, but not while data are still within a closed system such as merchant’s own network. The reason for that is retailers’ concern about slowing down their systems and the investment needed to upgrade them, according to Jeff Wakefield, vice president of marketing at San Jose, Calif.-based VeriFone’s Integrated Systems unite. The way to solve the problem is immediate encryption, according to Wakefield. 

     “ The issuers are pushing all of the risk down to the merchant, and the costs,” he says. “ Ultimately, we’ve come around to we’ve go tot encrypt data as soon as it’s [in the terminal].”

     The coming wave is to get cardholder information out of merchants’ POS and computer systems, confining data to issuer systems or those of trusted third-party processors or technology specialists. Some vendors are advancing the idea that if a merchant uses its particular security system, it shouldn’t have to comply with PCI.

    Merchants’ getting a pass on PCI compliance seems highly unlikely in the near term. But issuers may be coming around to the view that they need to do more to help merchants with security. Says Gartner’s Litan: “I think they will start to do something.”

