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Recently a large global merchant was identified as having been compromised. According to news reports, this merchant was reported as being PCI DSS compliant at the time of the breach. Unfortunately this is not the first incident in which a large organization has experienced a data compromise while being compliant with the PCI DSS. This situation begs the question, “If the companies were PCI DSS compliant, how did they experience a data compromise?”

     First, let me preface the rest of this article by stating that the PCI DSS is a good tool, but like any tool it is only valuable when used for the purpose for which it was designed. The authors of the PCI DSS never intended it to be the panacea of information security, nor was it ever intended to be all that was required for an organization to address their data security appropriately or completely.

     Second, it is important to understand that there is a distinct difference between compliance, security and risk. Compliance is nothing more than a “state of being, in which an entity adheres to a set of standards or requirements.” It does not consider nor require an understanding of risk. To use an overused example, possessing insurance on our automobile means you are in compliance with the particular law. Compliance with a standard simply means that the organization is adhering to the controls outlined in the standard. Does compliance with the PCI DSS imply some measure of security? It is hard to ague that installing and maintaining a firewall as required in PCI DSS Requirement 1 does not improve the security of an organization that didn’t previously have a firewall and then fell as if they are appropriately secure. To understand the idea of security, it is first important to understand the concept of risk.

Risk can be defined as a function of the probability of an event occurring and the resulting impact should the event be realized. Risk is inherent in everything we do and drives many of our decisions. When a mother tells her child to wear a coat because it is “cold outside, “ she is taking steps to address the risk that the child will get cold or possibly ill from the effects of the cold. Does the coat ensure that the child will not get sick? Absolutely not. As another example, when traveling to certain parts of the world, it is highly advised that travelers receive vaccinations to protect against the plague. The reason for this is simple: there is a higher incidence of plague in certain areas of the world and the plague has a relatively high mortality rate. Does the fact that the plague vaccine is not required in the United States mean that catching the plague is any less severe? No. The plague is just as harmful to people in the U.S. as it is in other parts of the world. The simple fact is that the likelihood of contracting the plague in the U.S. is so remote that it does not justify the need for a plague vaccine in spite of the great potential impact.

     The idea of ‘security’ is an interesting philosophical debate. It is critical to understand that there are no absolutes in security. A company should never be considered to be absolutely secure or absolutely ‘insecure’. Security can be defined by evaluating the level of effort required to obtain the object of desire. In short, security is evaluated against the implementation of controls that are commensurate with the identified risks.

There exists a positive correlation between the value of an object or objects, the amount of effort a criminal is willing to expend and the amount if risk the criminal is willing to accept to obtain said object. As the value of the desired object increases, there is a related increase in the willingness of a criminal to expend effort and assume risk to obtain the object. As an example, consider your home. Would you consider your home appropriately secure? In order to answer that question you would need to understand the risks posed to the home, the contents or the people living there and then evaluate the controls used to protect the house.  Most homes would not require a full time staff of professional armed guards to protect the residents. The White House, however, employs the Secret Service to protect the President of the United States because the President is such a valuable entity that criminals are willing to go to extreme lengths to potentially harm the President. In the same vein, consider a bank.

Why does a bank have a vault with armed guards and alarms? Quite simply because this is where large amounts of valuable data is stored. it should be obvious at this point that security can never be evaluated in a vacuum. Using the example above, without knowing the contents of the house, the neighborhood in which it is located and other factors, it is impossible to make a determination as to the security of a house. The level of security is dependent upon the risks to which it is exposed. When evaluating controls that should be considered to appropriately ‘secure’ an environment, the controls implemented should be commensurate with or greater than the identified risk. If the controls are equal to or greater than the identified risks, then the company may be considered appropriately secure, given the circumstances. Going back to the discussion of risk, controls can be implemented that either 1) reduce the probability of an event occurring or 2) reduce the impact should the event be realized. From an information security perspective in most cases, controls are implemented to reduce the likelihood of an event occurring. 

When discussing security and risk, it is imperative to understand the concepts of exploits, vulnerabilities and attacks, as these are the mechanisms by which criminals breach systems and expose data. Exploits and vulnerabilities are complementary. An exploits is a means to take advantage of a given vulnerability while a vulnerability can be defined as a susceptibility to a given exploit. It is important to note that a vulnerability only exists in the presence of a known exploit. Without a known exploit, vulnerabilities are only theoretical. Consider Superman as an example. If Kryptonite had never been discovered, we could not say Superman was vulnerable. It is only after Kryptonite is discovered that hurt Superman that we can say that Superman has a vulnerability to an exploit. An attack is the use of an exploit against a vulnerability. Simply possessing an exploit does not imply an attack. Consider a person walking around with a set of lock picks. the lock picks are exploits to vulnerabilities inherent in tumbler locks.

Risk and security are inextricably entwined while compliance is not. A company may be very  compliant with a given standard and, when evaluated against, the risk to which they are exposed, be considerably insecure. One cannot simply make a statement regarding the security of an organization without understanding the risk to which it is exposed. Unfortunately, many organizations have begun to manage their risk through compliance alone. They mistakenly believe that by adhering to a given standard that they are sufficiently addressing the risks posed to their organization. It is often after they have experienced a data breach that they discover that the standard did not sufficiently address the risks to which their particular company were vulnerable.

