Why Issuers Hesitate

To Enlist Cardholders

in the War on Fraud

With data breaches exposing more and more card accounts, credit and debit card issuers should be doing much more to involve cardholders in fraud detection, some experts say. But would the fraud cardholders spot justify the cost of the tools issuers gave them?
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There is no doubt that credit and debit card issuers are doing a lot to protect their cardholders from fraud. With the application of advanced neural networks that can detect suspect payment patterns and rigorous enforcement of card-association rules, most issuers are attacking fraud aggressively. But are they giving cardholders all the tools they need to help protect themselves?

     That’s where there seems to be some criticism of card issuers. Most issuers send statement stuffers or post Web-site notices informing cardholders about basic fraud-prevention steps. And most issuers will call or send e-mails to customers when they see questionable transactions or purchase patterns indicating something might be amiss. But many experts believe that s not always enough to get the cardholder actively involved.

     Most issuers don’t allow customers to prohibit, or at least request to be notified about, certain types of transactions they are unlikely to make. Many issuers also do not aggressively promote the idea that customers should regularly check their online statements to catch problems early. And while most issuers call or e-mail customers to report questionable transactions, none of the top issuers sends immediate text messages to customers’ mobile phones, even though waiting until the cardholder gets phone messages or e-mails may be too late.

     These days, with data breaches compromising tens of millions of card accounts, issuers should be doing more to enlist cardholders in account-protection efforts, some observers says. “Issuers can strengthen brands, loyalty, and return on security investments by placing some of the responsibility traditionally handled by back-office expertise into the hands of the customer,” researchers at Pleasanton, California-based Javelin Strategy & Research wrote in a mid-2007 report. 

     Javelin founder James van Dyke doesn’t think most card issuers have done a good job of engaging cardholders in fraud prevention. 

“We estimate more than half of the identification fraud crimes start with information that is in the cardholder’s control, yet financial institutions have not always involved these cardholders in fraud control as well as they could. Financial institutions seem to want to work on behalf of their customers rather than give them the tools so they can work together,” Van Dyke says.

     One reason for this, Van Dyke says, is that many issuers think card-holders don’t want to be bothered. With zero liability required by law or network plicies, issuers often believe cardholders operate uner the assumption that since they don’t bear the brunt of the loss, they can hand over responsibility for loss prevention to banks. But consumer research  by Javelin contradicts that perception. It found 60% of consumers say fraud prevention is a joint responsibility between cardholder and issuer.

     Other experts also dismiss the notion that consumers are complacent. “Nobody want to have their accounts violated,” says Brian Riley, senor analyst for bank cards at Needham, Mass-based TowerGroup Inc., an editorially independent unit of MasterCard Inc. “There is a real feeling of violation if fraud occurs to your financial accounts, even if you don’t bear the financial burden.”

     Adds a spokesperson for San Jose, Calif.-based PayPal, the payments subsidiary of eBay Inc: “Our customers tell us ll the time they want to stop fraud. Consumers are really worried about ID theft. Even if they get all their money back, and don’t have to pay for any fraudulent activities, it can be a real pain for consumers to get everything straightened out.”

Cell Phone Alerts

But with consumer awareness of and concern about fraud rising, financial institutions have not always kept pace by providing cardholders with the tools they need to do something about it. In a Javelin study of 25 top card issuers, only 50% met the research firm’s criteria for fraud prevention and only 31% met its criteria for fraud detection. By contrast, 83% met the criteria for fraud resolution.

      Most of the areas where issuers fell short involved failure to provide proper tools to cardholders. Among the areas where issuers were lax:

     ( Most issuers are not providing consumers with the ability to specify limits or prohibit specific types of account activity

     ( More than half (56%) still require consumers to enter full nine-digit Social Security numbers, a risky practice, when interacting with customers by phone, Internet or mail.

     ( Only 8% of issuers automatically alert customers about new accounts opened in their names, or foreign transactions, Few alert customers to changes in their personal data, such as address changes.

     ( None of the issuers surveyed used two-way cell-phone alerts to provide immediate communications about questionable transactions.

     Notyfying customers that there has been an address change to their account by itself could go a long way in fighting fraud, experts say. “More than two-thirds of account-takeover cases were attributed to a fraudulent change of address, yet we estimate only one-fourth of the big card issuers routinely notify customers when their addresses have been changed,” Van Dyke says.

     And while several of the large issuers do notify customers, it is typically by phone or e-mail. Text messages to customers’ cell phones about suspected problems could help even more, some experts say. Yet cell-phone alerts, which have shown a lot of promise in Europe, have not yet caught on in the U.S., according to Red Gillen, senior analyst in the banking group at Boston-based Celent LLC.

     Gillen recently spoke with representatives of the United Kingdom-based CPP Group about a program where banks send a text-message confirmation to cardholders each time their credit cards are used.  Customers then can notify their banks immediately if they see a transaction they did not authorize.

     Gillen believes the program may have more appeal in Europe because credit card fraud is higher there than in the U.S. And while he believes Americans may not want to be bothered with a text message every time they make a routine purchase, such a program could be adapted for the U.S. in a way that lets cardholders set notification parameters.

     For example, issuers might allow cardholders to specify an amount for which they want to be notified-i.e. every transaction over $50 or $100. Or they could request to be notified for all foreign or online transactions. At the very least, cardholders could ask to be notified via text messages when changes to their accounts have been made, he says. 

     Text messages are useful for notifying customers because of their immediacy. Consumer studies have shown consumers today keep their cell phones with them most of the day.

“Text alerts are a great way to reach people and it is cheaper than calling them,” Gillen says.

     Aside from sending text messages, issuers simply could allow customers to specify the types of transactions they don’t want to approve. Some customers never shop online, for example

 Others never travel abroad and could tell the issuer not to approve any foreign transactions unless notified by the customer beforehand.

     “there are certain types of tranactions that I never make and there are certain other types of tranactions that my mother never makes. Card issuers that know that information can go a long way in stopping fraud.” says TowerGroup’s Riley.

Shutting off Paper

Still, some experts say taking such steps is easier said than done. Michael Urban, senior director for fraud solutions at Minneapolis-based risk-assessment software firm Fair Isaac Corp., points out that aside from the question as to whether prohibiting certain transactions violates Visa and MasterCard rules about universal acceptance, issuers are araid to automatically stop transactions out of fear of angering customers. He notes customers could ask that foreign transactions be prohibited unless the issuers is notified that the cardholder is taking an overseas trip.

     “But with the hundreds of things you have to do to prepare for a big trip, how many people are going to remember to call their credit card issuer nad notify them to approve transactions?” Urban says, Then, the issuer faces the risk of an angry customer who is denied approval when making a viatl purchase far from home. 

     Another way of engaging consumers is to get them to check their online statements frequently, which lets them spot questionable transactions earlier than if they had waited to receive their monthly paper bills. Beyond that, a consumer who elects to receive only online statements takes the inherently risky paper statement, which can be stolen, out of the process. Ban Dyke notes that most online-statement users still receive paper bills. “You have to completely turn off the paper if you want to cut back on fraud,” he says.

     And while studies such as Javelin’s show most card issuers have a long way to go to truly engage the cardholder in fraud prevention, payment experts say a few issuers and payments companies stand out for doing more. One is PayPal, which has its online “Security Center” accessed by a link at the top of its home page.

      This center provides extensive information about payment fraud and offers quizzes and questionnaires for consumers to take. It also has a link for consumers to report suspected cases of phishing, the use of fraudulent e-mails to entice consumers into divulging personal and financial information.

      “We want our customers to know that they are an important part of fighting fraud,” the PayPal spokesperson says. She declines to reveal how may customers have reported suspected phishing attempts, but notes the number is growing. And while  she also declines to reveal whether most of the reported cases are indeed phishing-related, she adds “our customers are good at spotting fake messages.”

     In addition to the Web site, PayPal sends e-mail alerts and calls customers when it spots unusual transactions. PayPal doesn’t use text messages yet. But the company promotes on its Web site a $5 token dubbed the PayPal Security key,” which can be linked to the user’s PayPal account. This device, which can be hooked to a keychain, generates a new six-digit security code about every 30 seconds. PayPal or eBay users enter the displayed code after entering their other log-on information.

      One card issuer that experts point to as doing more than most in engaging consumers is Charlotte, N.C.-based Bank of America Corp. BofA also sends e-mail alerts or makes phone calls reporting suspicious transactions or irregular activities. Any address changes, changes in phone number or orders for convenience checks tied to a credit card account automatically warrant an alert to the cardholder, a spokesperson says.

     BofA also has its “Shop Safe” Web site where customers who want to make an online purchase can get a one-time security code to use in place of their credit card number. The customer then sends that code to the merchant to make a purchase instead of transmitting the card number.

      Another bank that has worked to get customers more involved in fraud control is Wachovia Corp., also based in Charlotte.  Wachovia has its Security Plus online site where the bank outlines what is it doing to protect consumers from fraud and what consumers need to do to protect themselves. the site has information about ID theft as well as a means to report fraud.

Not Ready

With so many good, though not invulnerable, technologies and prevention processes out there, why haven’t more card issuers adopted them? Beyond the perception that consumers don’t want to be involved, Celent’s Gilen believes a business case is lacking for 

many of these systems.

     “Because banks bear the cost of the fraud, you have to ask who would pay for the cost of the technology involved? Consumers arent’ going to be willing to pay for this, “ Gillen says. “I have yet to see a business case made for using many  of these systems.”

     Even if a case can be made, these programs still have to compete with other technology investments that might have a bigger impact on issuers’ bottom lines. “It may not be so much that card issuers don’t want to make the investment as the investment required may not have as big of return as competing projects,” says Fair Isaac’s Urban.

     And while greater integration of mobile devices and fraud prevention is likely in the future, Gillen questions whether the technology is ready.

     “Mobile banking itself is just getting some traction,” he says. “This is a nascent technology that is just being used to look up bank balances and make quick bill payemtns. Now you want ot integrate it with the core systems for credit card processing. I’m not sure the systems are ready just yet.”

     Apart from the cost and complexity of implementing these programs, some issuers will fear they might anger customers or lose business by having policies that are too stringent. “Issuers are particularly not going to want to implement programs where customers can limit the types of transactions they approve,” Urban says. “There will be the risk that you will stop good transactions, and issuers don’t want to risk losing interchange revenue by limiting the number of transactions that they approve. Balancing risk is important, but you never want to be so overly aggressive that you limit interchange revenue.”

     Some issuers will always want to hold the security baton by themselves.  It’s clear that more questions need to be answered before they’ll even consider sharing one end of it.

“Issuers don’t want to risk losing interchange revenue by limiting the number of transactions that they approve.”

